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INTRODUCTION

Convolutional Neural Network

Electroencephalogram (EEG) data represents patterns of unique brain
activity and is considered an ideal biometric compared to more
traditional forms - fingerprints and facial recognition - because the
human mind can not be imitated or coerced and therefore cannot be
forged (1). EEG data was used to train both a convolutional neural
network (CNN) and a Random Forest model in order to attempt
biometric identification, or to discriminate between multiple subjects
and evaluate which individual the data is representing. We present
experimental evidence confirming that EEG data is sufficient to
identify one subject. However, due to time constraints we were unable
to prove a model’s capability in determining whether or not the subject
is who they are claiming to be, or biometric authentication.

RESULTS

The model contained two hidden layers
● Each layer includes:
○ CNN layer
○ MaxPooling layer
● Output is condensed into a single value

● Voltage readings processed through wavelet
function and used as model input along with
subject label
● Trained for 50 epochs with ~63%

Random Forest Model

classification accuracy

● The model takes in voltage data from the EEG recordings and attempts to identify which
subject it originated from
● A target variable was created to assign the voltage readings from all four channels to their
respective subjects
● During training 80% of the data was used to teach the model identifiers for each subject
● The remaining 20% of the data was introduced to the model to make predictions

● Model outputs subject guess (0, 1, 2)

Fig. 5

● The Random Forest model was able to match the
EEG voltage readings to the subjects with an
accuracy of approximately 99%.

PREPROCESSING

● The confusion matrix (Fig. 6) displays the amount of
correctly identified readings in the main diagonal

METHODS

● The CNN used split recordings by
Fig. 1

● EEG data was collected via the OpenBCI Headband Kit

row, and the amount of incorrectly identified readings

channel during resting and active states
Fig. 6

● Wavelet transformation was performed

● 4 electrodes were placed at locations FP1, FP2, F7, and F8 (Fig. 1)

to extrapolate trends that occur within

● The electrodes were connected to the OpenBCI Ganglion board and

each recording

CONCLUSION

transmitted to a laptop as text documents via Bluetooth Low Energy
(BLE)

● The Random Forest model employed the preprocessing.scale()

● Task was completed while the subject had their eyes closed,
reducing the effect of interference on the EEG data
● 15 trials were recorded from three subjects and included: (Fig. 2)
○ a 10 second resting state (meditation)
○ and a 10 second active state (double digit multiplication)

in the other diagonals of the matrix.

function from the Scikit-learn library in Python

Fig. 3

Using double digit multiplication as the cognitive task while recording, using a random forest model
proved to be a more effective method of EEG-based identification within the scope of this project,
attaining an accuracy of 99.65%.. The CNN was able to reach an accuracy of 63% while training over
the data after 50 epochs, but requires a significant amount of time to train.

● This technique is best suited for data with larger variations

FUTURE WORK

● It was used to normalize the data from each channel around a central
mean and standard deviation.

Biometric devices are already standard, especially in the smartphones we use on a daily basis,
including fingerprinting and facial recognition systems. Recommendations for the future include
employing alternative data to the Random Forest model to test the validity of its accuracy. In addition,
creating a model that is able to identify an individual’s electrical activity through EEG recordings,
accomplishing biometric authentication through a CNN with additional layers is suggested.

● The four histograms (Fig. 4) display the data after it was preprocessed.

● Each recording was preprocessed and used to train a machine
learning algorithm
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Fig. 2: Resting state (left) compared to active state performing a cognitive task (right)

Fig. 4
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